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MEMORANDUM
TO: SDIS Independent Insurance Agents
FROM: Underwriting Department

SUBJECT: 2026 SDIS Cyber Coverage Application

Beginning in 2024, SDIS started offering a separate cyber coverage document that will provide
coverage for cyber events that result in first-party costs such as cyber extortion, network
interruption, data restoration and more. The document provides coverage for third-party
liability claims that arise from a cyber incident. These coverages are defined in greater detail
and will be subject to terms, conditions, exclusions and definitions listed in the SDIS Cyber
Coverage Document, which is uploaded on the insurance site.

SDIS offers coverage to all members of the Trust free of charge with limits of $50,000 for first-
party coverages and $100,000 for third-party coverages. These limits are per occurrence and
the most the Trust will pay in a single policy year. All members must complete and submit the
enclosed application for this coverage to apply. Only members that have had a cyber incident
in the past year will be required to satisfactorily answer certain questions that pertain to their
incident, in order for coverage to be granted.

Due to a lack of participation in the previous two years, SDIS will no longer be able to offer the
higher limits that were previously available.

Cyber limits will be subject to a pool-wide annual aggregate limit of $1,500,000 for all claims
combined.

If you have any questions or concerns, please contact us at: underwriting@sdao.com.
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SDIS Cyber Coverage Application Guide

Thank you for participating in the SDIS Cyber Coverage Program. This document is a guide to help
you complete the application. Below are brief explanations of what we are asking for in regard to
the critical questions listed on the Cyber Coverage Application. These are questions that are
required to be answered in the affirmative in order to be approved for coverage limits above the
‘base’ limits described on the application.

For additional resources, guides and links, please visit the SDAO Resource Library and search for the
key word ‘cyber’: https://sdaoresourcelibrary.com/. Many of the items discussed below are
addressed in the Cybersecurity Guidebook and the Cybersecurity Quick Reference Guide located in
the Resource Library.

If you have any questions or concerns, please feel free to contact us at: underwriting@sdao.com.

The following are numbered to correspond with questions in Section 2 — Cybersecurity Measures):

1. (Questions 2.1-2.4 on the Portal Version of the application) This question is asking if your
organization requires multi-factor authentication (MFA) on logins for the items listed below.
MFA refers to a login requirement where the user enters a password and is then required to
enter a code provided to them through text, email, security fob or an authenticator app
such as Microsoft Authenticator. MFA may also refer to biometric identification such as a
fingerprint or facial recognition.

a. VPN/RDP - This refers to virtual private networks (VPN) and remote desktop
protocols (RDP). These are tools that are used to remotely access server
environments and computers. This is common for remote workers or employees
that need to access your business applications from the field. If credentials to VPNs
and RDPs are compromised, the bad actors will potentially have full access to your
network.

b. Email — We ask that multi-factor authentication be deployed on your organization’s
email logins to ensure that if a bad actor obtains the email password for one of your
employees, volunteers or board members, they can’t just log into that email account
without the unique security code that only the intended user has access to.

c. Any Privileged Access Logins — This refers to logins for users that have special access
to any given application that allows the user to make system or application-wide
changes such as downloading data, altering other users’ login credentials, or view
personally-identifiable information for individuals other than themselves.

d. Critical Systems (PIl, PHI, Financial Data, Operations Apps) — This refers to logins for
any application where personally identifiable information (PIl), personal health
information (PHI) and financial data is housed.
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Also, we're looking for districts to deploy multi-factor authentication on any
applications/software that operate the core functions of the district. This could be
communications software for fire districts, software that monitors/controls chemical
levels for water, aids in or controls the distribution of electrical power, controls the
flow of water or wastewater, records the utility use, etc.

(Question 2.5 on the Portal )Password policies are critical to prevent unauthorized logins to
your systems and prevent cyber incidents. We ask that districts have a password rotation
policy of at least 90 days. Exceptions can be made for districts that employ the higher-level
password policies listed on the application.

(Question 2.6 on the Portal) Administrative rights on computers refers to a computer user’s
ability to make fundamental changes to a computer’s operating system or download and
install software that could change critical settings on the computer. Generally speaking,
when a profile is installed on a computer, there will be a point where that user can be
designated as an ‘administrator.” We ask that districts only allow select individuals whose
duties might include maintaining the district’s information infrastructure to be allowed
administrative access to district computers. This will help prevent ‘normal’ users from
accidentally clicking a bad link and installing malware.

(Question 2.7 — 2.9 on the Portal) District data should be backed up to an off-site server.
This will allow the district to restore systems, data and settings in the even of a malware or
ransomware attack. These backups should be tested on a regular basis to ensure the
district’s ability to get back to some semblance of normalcy after an incident.

(Question 2.10 on the Portal) All SDIS members have free access to online courses provided
by Vector Solutions. Included in the online course offerings are a number of cyber-related
courses. We ask as a requirement for increased cyber limits that districts have all employees
take the Security Awareness Essentials and Social Engineering courses. The district may use
alternate courses provided by another employee training vendor as long as the subject
matter is similar to what Vector Solutions is offering. More information about SDIS online
trainings through Vector Solutions can be found here: https://www.sdao.com/online-

training.

(Question 2.11 on the Portal) Your district should have a written cyber incident response
plan, so the district’s employees have a guide to help them respond to and recover from a
cyber incident. Templates can be found in the SDAO Resource Library.

(Question 2.12 — 2.13 on the Portal) End Point Protection Software refers to software that
continually monitors all computers and terminal servers for potential malware and security
breaches and alerts the organization. This is not the same as anti-virus software. Providers
of end point protection (also referred to as EDR or XDR) include, but are not limited to
Carbon Black, CrowdStrike, and Cisco.

(Question 2.14 on the Portal) Organizations often overlook installing critical security
patches for their operating systems and business applications. These patches are issued
when the developer identifies a weakness that could easily be exploited by hackers. It is



important to stay up to date with these patches. We are asking districts to include in their
policies and procedures to identify when these patches are made available and install them
accordingly.

(Question 2.15 on the Portal) The Center for Internet Security’s Multi-State Information
Sharing & Analysis Center (MS-ISAC) is an organization that shares information and provides
incident response support for state, local, tribal and territorial government organizations.
This includes special districts. Information regarding MS-ISAC can be found here:
https://www.cisecurity.org/ms-isac

We believe MS-ISAC can be a valuable resource for all our members. While federal funding
reductions for this organization has caused MS-ISAC to offer paid memberships only, there
may soon be state funding available to help Oregon local governmental entities to become
members. As of the writing of this guide, we are still unsure of the status of that funding or
how it may be accessed. As more information becomes available, we will pass that along to
members accordingly.
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Cyber Coverage Application for SDIS Members

Section One: General Information

Member Name:

Your Name:

Title:

Email: Phone:

Number of IT Personnel Employed:

Does your entity outsource its IT Services:  Yes |:| No |:|

If so, to whom?

Does your entity provide IT service to organizations outside of your district: Yes [_] No ]

If yes, please provide the names of the organization(s) that your district provides IT services to:

Has your entity experienced a Cyber Incident in the last year? Yes [] No []

If yes, explain the incident (i.e. phising, email spoof, etc.,) and the outcome. Was a claim filed for the
incident?

Section Two: Cybersecurity Measures
*Required to obtain Limit options B or C*

1. Does your entity require multi-factor authentication on the following?

VPN/RDP ves [LINo[] n/a L]
Email Yes [INo ] N/A[]
Any Privileged Access Logins Yes [ ]No [] N/A ]

Critical systems (PIl, PHI, Financial Data, Operations Apps) Yes |:| No |:| N/A \:’
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2. Are passwords rotated atleast every 90-days or use alternate password
policy listted below? Yes [ | No [ ]

*Alternate password policy includes ALL of the following below:

o MFA, biometrics, or passkeys
o Passphrase-type length and complexity requirement
o Failed log-in attempt monitoring/blocking

3. Does your entity restrict administrative rights on district computers to a select few qualified

individuals? Yes [ No[] N/A [
4. Are data backups performed daily? Yes [_] No ]

If so, how often are they tested?
Are they stored off-site?

5. Will you district require all staff to take the trainings listed below
offered by Vector Solutions?* Yes [ INo []
- Security Awareness Essentials
- Social Engineering

*Or equivalent training offered by another qualified vendor. Vector Solutions courses are free to
members. More information can be found on www.sdao.com.

6. Does your entity have a written Cyber Incident Response Plan? Yes[] No |:| N/A ]
7. Do you use End Point Protection on all endpoints? Yes[] No[]

Please explain who is your provider or what software do you use?

8. Does your district have a policy to install critical security patches
on all end point and server operating systems and software? Yes|:| No |:|

9. Is your district a member of the Center for Internet Security’s Multi-State Information Sharing &
Analysis Center (otherwise known as MIS-ISAC)? Yes[ ] No[]

Section Three: Additional Information

How many employees does your district have?

How many system logins does your district currently have?
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Are your workstations and servers regularly patched and updated? Yes |:|No|:| N/A|:|
If so, how often?
Do you collect credit/debit card numbers? Yes[lNo D
If yes, how many?
Do you store records containing Personally Identifiable Information?

If yes, how many?

By signing and agreeing to this application you are confirming that all information is accurate to the best of your
knowledge. If, during the investigation of a claim, it is found that the information provided was false, coverage may
be excluded subject to all terms, conditions, and exclusions listed in the SDIS Cyber Coverage Document.

Completed by:

(Print Name)

Signature

Title:
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